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Article for Andy Clutton for the anti-terrorism feature in the August issue of Risk UK
Prevention is better than cure
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None of us can be unaware of the present heightened threat from terrorism and the consequent need for increased vigilance.  However, the current terrorist threat is not necessarily confined to the stereotype of the extremist fanatic clutching his bomb: the definition can be broadened to include any group of people who seek to use violence, or the threat of violence or disruption, to achieve their objectives.  It only takes a small stretch of the imagination to include at one end of the spectrum gangs of feral youths roaming the shopping mall armed with knives, to organised criminal gangs implementing denial of service attacks against consumer web sites at the other.
These examples – there are, of course, many others that spring readily to mind – illustrate the broad spectrum of concerns that must be considered by those who have the responsibility for the physical security of their organisation’s premises, the protection of its intellectual property and the safety of the staff, customers and visitors who use them.
Modern counter-terrorism technology is extremely sophisticated; it is also inexpensive, particularly when set against the cost of rebuilding bomb-damaged buildings, the loss of profits if competitors gain access to the latest product specifications, e-commerce is prevented by a DoS attack or damages claims from injured staff have to be met.  The additional costs for a commercial organisation of maintaining separate disaster recovery facilities and in extreme circumstances, the possible closure of the company are very real concerns.
In practice terms, what can be done to put effective precautions in place without bringing the business to a halt by over-zealous security checks and searches?  The only realistic way to prevent suicide bombers is through intelligence gathering to neutralise the threat before it occurs, although obvious precautions such as preventing the windows shattering in the event of a bomb by the installation of toughened glass and the application of a containment film can also be taken.  Broadening the scope of anti-terrorism precautions beyond the immediately obvious, responsible security managers have an impressive armoury of electronic devices at their disposal.  Most commercial organisations will be primarily concerned with protecting their intellectual property by ensuring that covert devices are not secreted in their premises, that their computer systems are adequately protected and that recruitment procedures weed out applicants who have applied for a job only in order to infiltrate the organisation. 
Winkelmann UK is a leading manufacturer of such equipment, supplying the government, armed forces, the police service and commercial organisations with the tools they need to neutralise terrorist threats and detect covert surveillance devices.  While there are many organisations who undertake one-off premises sweep, these can be expensive and are only likely to be used infrequently.  On the other hand, modern units with intuitive user interfaces can be used by any competent person with a small amount of training, certainly less than one day for the most sophisticated devices; typically a few hours instruction is all that is required.  
The two most effective tools in the box are the Non Linear Junction Detector (NLJD) and the Counter Measure Receiver (CMR).  In counter-terrorist operations, the NLJD is safe to use in EOD (Explosive Ordnance Disposal) and IEDD (Improvised Explosive Device Disposal) searches; in counter-surveillance applications, the NLJD is used to detect hidden electronic devices, the location of which are revealed irrespective of whether they are functioning or switched off, battery powered or hard wired.  It is a battery-powered transceiver in a single enclosure, working on the principle of broadcasting a continuous sine wave at one of four selected frequencies: the receiver then sweeps the spectrum to detect second and third harmonics of the original signal.  Typically, devices such as attachments to telephone or mains cables, receivers that activate explosive devices, transmitters of all types, tape recorders, hidden cameras, wired electric microphone systems, electronic timing devices, remotely activated receivers, timing and power units of improvised explosive devices are all reliably detected.  Used on a regular basis, the CMR will detect any commonly used audio and video bugs in the swept area, whether they are hard installed or Quick Plant Devices with a limited life.  Covert bugs are not a trivial issue, the U.S. State Department estimates that at least 800 million dollars of illegal bugging and eavesdropping equipment is imported and installed into corporations in the United States each year.  It is estimated that over 60% of all spying devices sold are miniature audio or video transmitters: a quick search on the web will bring up a huge number of covert devices for sale, available to anyone with a credit card.   Even more disturbing is that typing “bomb making” into Google brings up more than 59 million links.
Unfortunately, in today’s world, the watchword is constant vigilance.  Security procedures need to be as rigorous as possible consistent with the smooth running of the organisation and the security team now have to deploy increasingly sophisticated equipment to help them in their task.
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Winkelmann UK is a global leader in the design and manufacture of counter-surveillance equipment for use by government agencies, the armed forces, law enforcement authorities and commercial organisations.
